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1.0What is Discover Me?

DiscoverMe is an open standards based software product from 9Star Research Inc. DiscoverMe is a Web
2.0 ASP.NET application that enables Shibboleth (or SAML) Service Provider websites and applications to
implement the Identity Provider discovery function. As a result, Shibboleth or SAML Service Provider
website Ol 'y y2¢ FAYR dzaSNRA ARSYy(dAGe LINPOARSNI AY | dza S

DiscoverMe can be installed on the same machine as the Service Provider or on a dedicated machine on
the network and shared by multiple Service Provider applications. DiscoverMe is open standards based
and implements the OASIS Identity Provider Discovery Service Protocol and Profile.

The functionality of DiscoverMe is commonly referred to as 1 K3 KENBE I NB |, 2dz CNRY¢
DiscoverMe provides a full view or a customized view of Identity Providers and Identity Federations

based on the Service Provider it is referenced from. Thus DiscoverMe is able to provide users with a

seamless customized experience.

2.0Key Features dbiscoverMe

Supports both old and new OASIS Identity Provider Discovery Service Protocols and Standards
Ability to Group Identity Providers

Customizable front end

Native ASP.NET application

Easy to deploy on Windows 2003/2008 server

Easy to install using point and click interface

Supports unlimited number of Shibboleth or SAML Identity Providers and Identity Federations
Limit access to authorized Shibboleth/SAML Service Providers

Customized View of Federations and Identity Providers depending on which Service Provider it is
referenced from

Automatic rolling logs
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3.0 Benefits to Customers

Easy to install, configure and manage
Customized view of trusted partners
Better trust management

Easy to customize and use

Improved security
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4.0 Types of DiscoverMe

DiscoverMe is available in two different flavors:

A. DiscoverMe Lite

The DiscoverMe Lite product shows the full list of Identity Federations/Regions and Identity
Providers to all users when they are redirected from the authorized set of Service Providers.

B. DiscoverMe Enterprise Editien
DiscoverMe Enterprise displays a custom view of the list of Federations/Regions and Identity
Providers for each authorized Shibboleth/SAML Service Provider. As a result, users see a
customized view of Federations and Identity Providers depending on which Service Provider
they were referenced from.

Features DiscoverMe Lite DiscoverMe Enterprise Edition
Customizable Front End \Y V
Consolidated groups and IDPs \
configured for all SPs
Native ASP.NET application \ \%
Customized View of Federations V
and IDPs based on each SP
Unlimited number of IDPs \Y V
Windows 2003/2008 Server \Y V
Point and Click installation \ \%
Access to Authorized SPs \ V

9STAR

RESEARCH

Copyright©2008, 9Star Research Inc

Part#: DISCME9STAR1234




Datasheet DiscoverMe 4

5.0 How does DiscoverMe work?

DiscoverMe is a Web 2.0, ASP.NET compliant, open standards based WAYF (Where are You From)

application G K & Syl 6f Sa RA&O2 @S N®r the Terviaz®rSvN4aR 4 DisdovierSlg (i A &

provides a full view or a customized view of Identity Providers and Identity Federations based on the
Service Provider it is referenced from. Thus DiscoverMe is able to provide users with a seamless
customized experience. DiscoverMe is open standards based and implements the OASIS Identity
Provider Discovery Service Protocol and Profile.

In this diagram below, the DiscoverMe application is shown installed on a Windows 2003/2008 Server
along with a Shibboleth/SAML Service Provider application.
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Step | Process Flow

1 A user(say a faculty member) from a trusted partner institution (say Organization B shown in
the diagram above) tries to access the remote Shibboleth protected service provider site
(hosted by Organization A as shown in the diagram above)

2 The Service Provider (SP) redirects the user to the DiscoverMe Application

3 User then selects his/her Home Organization or IDP (Org B) from the list of identity providers in
the DiscoverMe Application in a point and click user friendly manner

4 This will redirect the user automatically to his/her home institutionQa L RSy ( Xai
authentication purposes

5 The home institution authenticates the user and redirects them back to the SP site

automatically
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6.0 System requirements

V  Microsoft Windows 2003/2008 server
V  Microsoft IIS 6.0+
V  Microsoft ASP.NET 3.5+
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7.0 About 9Star Research, Inc

9Star Research, Inc. is a software company specializing in providing products and services in the area of
federated identity and access management. Some of the products and services offerings include:

Name Description Website

ActiveShareFS200| Federate Microsoft SharePoint server | http://www.9starresearch.com/products
using Shibboleth /asfs2007.html

DiscoverMe A customizable WAYF web application | http://www.9starresearch.com/products
for your Shibboleth deployments /discoverme.html

ProtectNetwork An outsourced Enterprise Identity | https://www.protectnetwork.org/
Service

Shibboleth Professional Services and Technical | http://www.9starresearch.com/services/

Services Support Services shibboleth.html

9Star Research has spearheaded the area of federated identity and access management since 2002 and
is a proud and participating member of several higher-ed identity federations, including, but not limited
to, the:

V InCommon Federation in the USA
V UK Access Management Federation, and
V SWAMI Federation in Sweden

9Star Research has contributed to the development of first identity federations in China and Brazil. In
addition, our team has extensive experience working with nearly all higher-ed identity federations
worldwide in countries such as: USA, UK, Spain, Canada, France, Switzerland, Australia, New Zealand,
Germany, Belgium, Norway, Sweden, and others.

9STAR
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3801 N. Capital of Texas Hwy, Suite E240
Austin, Texas 78746, USA
Telephone: +1 (512) 329-2123
Email: info@9starresearch.com
http://www.9starresearch.com/
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