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ActiveShareF®2007

Proprietary

Extend SharePoint 2007 for Seamless Authorized Access to Trusted Partners

PRODUCT SPECIFICATIONS
FREQUENTLY ASKED QUESTIONS
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1. Does ActiveShareFS 2007 have to be installed on the same server as the SharePoint
2007 WebApplication serveP

Answer Yes. ActiveShareFS2007, SharePoint 2007 and Shibboleth, all have to be resident on the
same server.

2. What is the support for Client Intgration when using ActiveShareFS 2007 with a
SharePoint Web Application?

Answer: ActiveShareFS2007 supports Client integration only for files opened with Microsoft
Notepad

3. Does ActiveShare$2007 works in similar fashion in MOSS 2007 as welW&s 3.07?

Answer: Mapping of User Profile attributes (obtained from an Identity provider) to SharePoint user
profile properties is done only in MOSS 2007.

4. Does ASFS protect multiple SharePoint web applications?

Answer Yes, ActiveShareFS 2007 can protect multiple SharePoint Web Applications. This can be
achieved with Shibboleth configurations along with ActiveShareFS 2007 configurations. Please note
that there is only one ActiveShareFS 2007 configuration file for all SharePoint Web applications.

5. Can ActiveShafeS2007 protect multiple site collections within the same web
application?

Answer Yes, ActiveShareFS 2007 can protect multiple site collection within the same web
application.
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6. Does ActiveShareFS 2007 impose any restrictions on the usual functiorafliOSS
2007/ WSS 3.0?

Answer Not directly. However, ASFS2007 works in conjunction with Shibboleth SP. There are 2
limitations that are imposed by Shibboleth SP software on MOSS 2007/WSS3.0, namely, a) No
WebDAV support (except for notepad) and b) No logout support (browser has to closed).

7. Is ActiveShareFS 2007 compatible with WSS 3.0?

Answer Yes, it is fully compatible with WSS 3.0 except the two limitations mentioned above in Q20.

8. Is there an evaluationversionof ASFS availabk

Answer Yes, we provide evaluation license of ASFS to qualified customers. Our experience shows
that any middleware software package including ASFS 2007 requires help from our world class
support team with respect to configuring the software for proper evaluation and use. Therefore we
highly recommend evaluation of the software with the help of our technical support team. This
technical support however is not free. We charge a nominal flat fee to help you with your evaluation
process. Please contact your representative for details.

9. What Version of Shibboleth SP dodstiveShareFS2007 need?

Answer. ActiveShareFS2007 works with both Shibboleth SP v1.3+ (SAML v1.1) and Shibboleth SP
v2.0 (SAML v2.0)

10. Do | need to make any changes to the attribute acceptance policyhm Shibboleth
SP?

Answer You can configure the Shibboleth SP AAP policies according to your access needs.
ActiveShareFS2007 works with the AAP rules defined by your Shibboleth SP AAP.xml configurations.
For proper minimal functioning however, ActiveShareFS 2007 does require that the
eduPersonPrincipalName (or EPPN) attribute is allowed by the Shibboleth/SAML service provider.
This does not however automatically grant access (read, write, contribute, admin) inside SharePoint
2007 server, such access has to be explicitly configured separately.

9STAR Copyright©2008, 9Star Research Inc Part #: ASFS20079STAR1294

RESEARCH



Product Specifications FAQ ActiveShareFS 2007 4

11. Can | Install ActiveShareFS 2007 on a 64bit Windows 2003 server?

Answer ActiveShareFS 2007 can be installed on a 64 bit Windows 2003 server. However, till date,
there is no officially supported version of Shibboleth SP that runs on 64bit architecture. Therefore,
we cannot guarantee proper functioning of ActiveShareFS 2007 in 64 bit architecture.

12. Can | install ActiveShareFS 2007 on Windows 2008 server?

Answer. Widows 2008 comes bundled with 1IS 7 and Shibboleth SP does not support IS 7.
Therefore, we would not recommend installing ActiveShareFS 2007 on Windows 2008 server.

13. Does ActiveShareFS 2007 automate the user provisioning proceSkanePoin20077?

Answer:Yes. The primary goal of ActiveShareFS 2007 is to enable automated provisioning of remote
trusted users from trusted partner organizations into Sharepoint 2007 automatically based on
business rules configured. ActiveShareFS 2007 allows a wide variety of business rules to be
configured via configuration files.

14. Does ActiveShareFS 2007 enable access for spegifiE N/ I YS Q& FNRY | NYz3
provider?

Answer: Yes. ActiveShareFS 2007 can be configured for specific set of usernames
(eduPersonPrincipalName or EPPN) from specific trusted Identity Provider organizations for access
to your SharePoint 2007 server. As a result, only those users whose EPPN values are pre-configured
into the business rules of ActiveShareFS 2007 are granted appropriate level of access into
SharePoint 2007 server.
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15. Does ActiveShareFS 2007 enable access for specific Roles from a trusted identity

provider?

Answer: Yes. ActiveShareFS 2007 can be configured for specific set of Role(s)
(eduPersonScopedAffiliation, eduPersonAffiliation, eduPersonPrimaryAffiliation,
eduPersonUnscopedAffiliation) from specific trusted Identity Provider organizations for access to
your SharePoint 2007 server. As a result, only users with specific authorized Roles are granted
appropriate level of access into SharePoint 2007 server.

16. Does ActiveShareFS 2007 enable access for spegifititlements from a trusted
identity provider?

Answer: Yes. ActiveShareFS 2007 can be configured for specific set of user entitlements
(eduPersonEntitlement) from specific trusted Identity Provider organizations for access to your
SharePoint 2007 server. As a result, only users with specific entitlement values are granted
appropriate level of access into SharePoint 2007.
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About 9Star ResearchHnc

9Star Research, Inc. is a software company specializing in providing products and services in the area of
federated identity and access management. Some of the products and services offerings include:

Name Description Website

ActiveShareFS200| Federate Microsoft SharePoint server | http://www.9starresearch.com/products
using Shibboleth /asfs2007.html

DiscoverMe A customizable WAYF web application | http://www.9starresearch.com/products
for your Shibboleth deployments /discoverme.html

ProtectNetwork An outsourced Enterprise Identity | https://www.protectnetwork.org/
Service

Shibboleth Professional Services and Technical | http://www.9starresearch.com/services/

Services Support Services shibboleth.html

9Star Research has spearheaded the area of federated identity and access management since 2002 and
is a proud and participating member of several higher-ed identity federations, including, but not limited
to, the:

V InCommon Federation in the USA
V UK Access Management Federation, and
V SWAMI Federation in Sweden

9Star Research has contributed to the development of first identity federations in China and Brazil. In
addition, our team has extensive experience working with nearly all higher-ed identity federations
worldwide in countries such as: USA, UK, Spain, Canada, France, Switzerland, Australia, New Zealand,
Germany, Belgium, Norway, Sweden, and others.

9STAR

RESEARCH

3801 N. Capital of Texas Hwy, Suite E240
Austin, Texas 78746, USA
Telephone: +1 (512) 329-2123
Email: info@9starresearch.com
http://www.9starresearch.com/
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